
Patient Access & Information Blocking Rule FAQs 

 

Question Answer 

Is the Information Blocking 
Rule a HIPAA rule?  

No, it is part of a comprehensive rule from the Office of National Coordinator (ONC) 
for Health Information Technology. “ONC is the principal federal entity charged 
with coordination of nationwide efforts to implement and use the most advanced 
health information technology and the electronic exchange of health information.” 
ONC is organizationally located within the Office of the Secretary for the U.S. 
Department of Health and Human Services (HHS), the same as HIPAA. They are 
close cousins but with different entities and rules.  

Does the Information Blocking 
Rule (45 CFR Part 171) require 
healthcare providers to 
proactively make electronic 
health information (EHI) 
available through ‘patient 
portals, ‘applications 
programming interfaces (API), 
or other health information 
technology?   

According to ONC, “No there is no requirement under the information blocking 
regulations to proactively make available any EHI to patients or others who have 
NOT requested EHI…however, a delay in release or availability of EHI may be 
considered an interference according to 85FR 25813, 25878.”  The focus is patient 
access not purchasing new software. In order to not be accused of information 
blocking, you must find a way to adhere to the Right of Access laws, as outlined by 
HIPAA and review the Cures Act rule with regards to what is considered as 
‘blocking.’ https://www.healthit.gov/curesrule/what-it-means-for-me/clinicians  
 

Does the Information Blocking 
Rule contradict Business 
Associate agreements or make 
them invalid?  

According to ONC, “We designed the final rule to operate in a manner consistent 
with the framework of the HIPAA Privacy Rule and other laws providing privacy 
rights for patients. Foremost, we do not require the disclosure of EHI in any way 
that would not already be permitted under the HIPAA Privacy Rule (or other 
Federal or State law). However, if an actor is permitted to provide access, exchange, 
or use of EHI under the HIPAA Privacy Rule (or any other law), then the information 
blocking provision would require that the actor provide that access, exchange, or 
use of EHI so long as the actor is not prohibited by law from doing so (assuming that 
no exception is available to the actor).” There might be some language in your 
current BAA that needs editing such as allowance for access from actors such as 
healthcare exchanges and other EHR companies (or their APIs). A HIPAA specialist 
can assist in reviewing current BAAs and editing if necessary. 
https://www.federalregister.gov/d/2020-07419/p-1900 

We received notice that we 
are required to participate in 
our State’s Health Information 
Exchange (HIE).   
 
Do we need a Business 
Associate Agreement?  
 
What about security of PHI?   
 
Do we need the patient’s 
permission?  

First of all, you will be seeing more and more of these requests from HIEs and 
Health Information Organizations (HIO)s as the entire nation works towards 
interoperability and patient access.  
 
Since these organizations are providing a service on behalf of covered entities, they 
would be considered a Business Associate. A provider (clinic) should obtain a signed 
BAA prior to sharing PHI. 
 
As for your concern about security, notice the following HHS FAQ: 

Does the HIPAA Privacy Rule require a covered entity to “police” a health 
information organization (HIO), which functions as its business associate?  
No. As with other business associates, the Privacy Rule would require that a 
covered entity enter into a relationship with a HIO in a way which 
anticipates and reasonably safeguards against the potential for 
inappropriate uses and disclosures, specifically through the use of a 
business associate agreement.  
The Privacy Rule also would require the covered entity to respond 
appropriately to complaints and evidence of violations, but it would not 
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otherwise require the covered entity to actively monitor or oversee the 
extent to which a HIO, acting as its business associate, abides by the 
privacy provisions of the agreement, or the means by which the HIO 
carries out its privacy safeguard obligations. See 45 C.F.R. §§ 164.502(e), 
164.504(e). https://www.hhs.gov/hipaa/for-professionals/faq/538/does-
hipaa-require-a-covered-entity-to-police-business-associates/index.html 

 
If you have followed the guidance by HHS with regards to Right of Access, you more 
than likely have already updated your Notice of Privacy Practices, stating that you 
will share their PHI if required by federal and state law (as well as for treatment, 
payment and operations). So additional authorization is not necessary if the patient 
has been properly notified through the NPP.  

 

What if a Health Information 
Exchange or other medical 
record sharing application has 
a breach of PHI? Who reports 
this to the OCR (HHS)?  

Great question. The covered entity (CE) is always responsible for reporting the 
breach to the OCR. Once the HHS (OCR) receives the report, they will open an 
investigation and reach out to all parties involved. If your business associate (the 
HIE) was the cause of the breach, they will be investigated by the OCR. It is 
important for all Business Associates (BA) to understand that they are responsible 
for reporting to the CE (provider) and then the CE reports to the OCR.  
 
Notice what HHS states about the Business Associate’s responsibility, “If a breach of 
unsecured protected health information occurs at or by a business associate, the 
business associate must notify the covered entity following the discovery of the 
breach.  A business associate must provide notice to the covered entity without 
unreasonable delay and no later than 60 days from the discovery of the breach.” 
https://www.hhs.gov/hipaa/for-professionals/index.html  

What can we charge for 
medical records? I heard the 
Information Blocking Rule 
means we have to provide 
records at no cost.  

 
According to ONC’s Cures Act, “It will not be information blocking for an actor 
[provider] to charge fees, including fees that result in a reasonable profit margin, 
for accessing, exchanging, or using EHI, provided certain conditions are met.” The 
rule breaks down what fees are not acceptable, especially regarding patient access. 
The general rule appears to be, if you can provide patient access electronically (via 
portal or similar interchange) you should NOT charge the patient for this access. As 
for all other forms of access, including hard copy records or archived patient data, 
the ONC directs you to the HHS Right of Access standard. There is a complete FAQ 
available that outlines the fees a provider can charge at:  
https://www.hhs.gov/hipaa/for 
professionals/privacy/guidance/access/index.html#newlyreleasedfaqs    
 
We have placed this document in our KMC University Library in pdf form at: 
 https://www.kmcuniversity.com/classroom/5-hipaa-patient-records 
 
The most important step is to look for ways to ensure the patient has easy and 
efficient access to their medical record. Remember the intent of both rules is 
patient access. If it is in electronic form, then in most cases, there should be no fee. 
https://www.healthit.gov/curesrule/final-rule-policy/empowering-patients-us-
health-care-system 
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Question Answer 

Has the time frame for a 
patient’s record request 
changed?  

While we are impressed with everyone’s eagerness to be compliant with HIPAA, 
unfortunately, there appears to be a great deal of talk without something to back it 
up. Currently, as of April 2021, the HHS has proposed several changes to the HIPAA 
Privacy Rule. One of these is to lessen the timeframe from 30 days to 15 days for 
response to a record request. If you have the ability through a portal or EHR 
integration, you may be required to provide this information even sooner than 15 
days if the rule is finalized. This proposed rule is currently in the comment period 
(which was extended). We will not know for sure until late summer or early fall of 
2021. Stay tuned!  
 

Do I need to update my Notice 
of Privacy Practices (NPP) 
because of the Information 
Blocking Rule? 

That is a hard question to respond to without the opportunity to review your 
current NPP. If your NPP reflects the patient’s rights with regards to the Right of 
Access initiative, you more than likely do not need to make any immediate changes. 
If you have a solid process for responding to patient requests, then you should be 
good (see KMC University library lesson on HIPAA & Patient Access for more 
details). There are changes being proposed by HHS for the Privacy Rule that will 
impact the NPP content. These include the time to respond to a record request, the 
fee for a hard copy of the medical record, the contact information for a record 
request, and the option to obtain access to a free copy via EHR integration, portal, 
or similar application. We should know more by end of summer, early fall 2021. 
Stay Tuned! 

What should my EHR software 
be doing to be compliant?  
 

Unfortunately, there is no quick answer to that question. We highly recommend 
that you review the resources available on HealthIT.gov for developers and 
vendors. There are deadlines, such as April 5, 2021 that impact some actors while 
later deadlines, such as December 2022 impact healthcare developers and IT 
applications.  By reviewing the requirements and timelines you will be able to ask 
the right questions. Please visit all the following resources: 
 https://www.healthit.gov/how-do-i/developers-and-vendors  
https://www.healthit.gov/curesrule/what-it-means-for-me/health-it-developers 
https://www.healthit.gov/curesrule/final-rule-policy/2015-edition-cures-update 
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